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Gas cyber security roles and
responsibilities for AEMO

The Commission has made a draft rule to formalise and embed cyber
security as part of AEMO’s NGR roles and responsibilities

The draft rule would formalise and embed cyber security as part of AEMO’s roles and
responsibilities in the NGR. Currently, the NGR does not address cyber security, so AEMO
does not have a clear role or confirmed responsibilities in this area for the gas sector. The
draft rule would clarify this by establishing specific cyber security prevention and
preparedness functions for AEMO across the ECGS.

AEMO's functions would be consistent across the energy sector

The draft rule would harmonise AEMO's cyber security roles and responsibilities with the
electricity sector to ensure a coordinated and strategic approach to cyber security across
the energy sector. While AEMO performs some cyber security activities for the gas sector,
the lack of defined functions in the NGR could create inconsistencies and gaps in the
application of AEMO’s cyber security preparedness and uplift measures across the energy
sector. While the Commission recognises that the gas sector differs from the electricity
sector, the Commission considers that harmonising AEMO's cyber security functions
across the energy sector is appropriate because they are broad and flexible functions that
do not impose specific activities on AEMO or operational obligations on gas sector
participants.

AEMO would be able to recover costs and have liability protection for
cyber security activities

Confirming and clarifying AEMQ's cyber security roles and responsibilities would allow
AEMO to recover the costs of fulfilling those responsibilities from participants through its
existing cost recovery process which involves a standard consultative procedure. It would
also mean that AEMO is protected from liability for performing the cyber security
functions, consistent with its other statutory functions.
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The ability to recover costs would allow AEMO to properly establish and undertake cyber
security activities on a well defined and permanent basis for the gas sector. It would also
enable AEMO to continue and scale up specific preparedness, uplift and responsiveness
activities, and would provide market participants with the confidence to rely on AEMO as a
cyber security coordinator in the gas sector.

By formalising cyber security as part of AEMO's statutory functions, it would have liability
protection under the National Gas Law (NGL) for the performance of the cyber security
functions. This would enable AEMO to take on appropriate risks to carry out the functions.

The draft rule would embed four cyber security functions into the NGR

The draft rule would establish cyber security as one of AEMO's responsibilities by
embedding and formalising four cyber security functions in the NGR, as described below.
Making this draft rule would enable AEMO to scale up and consistently perform a cyber
security role, supported by appropriate cost recovery arrangements and protection from
liability. The draft rule would not give AEMO the ability to impose mandatory obligations on
market participants.

Function 1: Cyber security incident coordinator

AEMO would plan for and coordinate the energy sector-wide response to a cyber incident.
This would involve AEMO continuing to develop the Australian Energy Sector Cyber
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Incident Response Plan outlining the coordination of market, state, and federal responses.
In the event of a cyber security incident, AEMO would lead the implementation of the
response in the manner set out by the plan. Extending this activity from the electricity
sector to the gas sector would enable AEMO to have harmonised energy sector and
jurisdiction wide roles and responsibilities.

Function 2: Supporting cyber preparedness and uplift

To support cyber preparedness and uplift in the gas sector, AEMO would continue its
stewardship of the Australian Energy Sector Cyber Security Framework, which is a cyber
security self-assessment tool used by market participants. AEMO would also be able to
organise testing and scenario training exercises to test the cyber resilience of the gas
sector, and would participate in industry working groups, standards committees and in an
advisory capacity to government working groups under Energy Ministers. This would allow
AEMO to provide guidance and advice to industry in the form of written materials, digital
tools and working groups.

Function 3: Examining risks and providing advice to government and industry

AEMO would leverage its unique energy expertise to provide cyber security research and
advice to governments and industry. This may include, for example, the preparation of
specialist reports, independent advice, and detailed analysis to support effective and
strategic decision making in government and industry settings. This function would
complement, rather than replace, work undertaken by other cyber security bodies, such as
the Australian Cyber Security Centre.

Function 4: Facilitating the distribution of critical cyber security information to the gas
sector

In its position as a market operator and system coordinator and using existing
communication channels, AEMO would facilitate the distribution of cyber security
information to industry. Distributed information may include warnings of cyber
vulnerabilities or threats, post-cyber incident reports, and preventative patches in
commonly used technologies.

The draft rule would commence on 30 July 2026

The Commission'’s final determination is due on 30 July 2026, with the commencement
date proposed to be on the same day as the publication of the final determination.
Immediate commencement is possible because AEMO is already performing these
functions within the electricity sector and some activities under the functions for the gas
sector.

An early commencement date would ensure AEMO has liability protection for the cyber
security functions as soon as possible. It would also allow AEMO to recover costs from
gas sector participants. AEMO would determine and consult on the participant fee
structure and the period for cost recovery. AEMO estimates the costs of the functions to
be in the range of $1.8 million to $2.75 million per year.

The draft rule would likely reduce cyber security risks and costs in the gas sector

The draft rule would improve cyber preparedness and response arrangements and reduce
the likelihood and impacts of cyber incidents. A cyber incident affecting the gas sector
could impact the operation of the sector, and in turn the supply of gas to industry and
consumers.

Establishing clear functions for AEMO in the NGR would allow AEMO to recover costs and
have liability protection to perform those functions effectively. Effective performance of
the functions would help prepare the ECGS for such incidents and reduce or mitigate their
impact. By carrying out the four functions, AEMO would also support industry participants
and governments in enhancing their cyber preparedness and incident response.

We are seeking stakeholder feedback on the draft rule
The AEMC requests submissions to the draft determination by 18 June 2026. We will
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publish the final determination for the rule change on 30 July 2026.

For information contact:

Media enquiries: media@aemc.gov.au
30 July 2026
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