Potential & perils of HEMS

Dr Damian Shaw-Williams
QUT Institute for Future Environments

QUTEE | /\\ ’ ﬂ




Ccontents

Intro

Development of HEMS

Security risks and their management
Fragmentation risks and their management
Progress of digitalization beyond the meter

a university for
the real world



Development of HEMS
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HEMS benefits

Cost reduction %
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* Areview of 36 studies of the benefits of HEMS
» found average cost reduction 23.1%
 reduction in peak demand of 29.6% (Beaudin and Zareipour, 2015)
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Unit costs are driving uptake

« Smart appliances to reach $61
Billion globally in 2019

« Smart home market to be nearly 1.3
billion devices by 2022

e 11 Ml * 10% of homes will be ‘smart’ by
2025
emmSmart 2 * 100 million devices with Alexa

installed have been sold

« 28,000 smart home devices
compatible with Alexa - made by
more than 4,500 different
manufacturers

» one billion Google Assistant

compatible devices in 2019
Source: IDC, MT Newswires

Unit costs of key emerging electricity technologies. Source: IEA Digitizing Energy Report
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Growing demand and opportunity for
optimization
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Household electricity consumption of appliances and other small plug loads. Source: NIST 2018
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Security concerns

Belkin loT Smart Plug Flaw Allows Remote
Code Execution in Smart Homes

Amazon's Alexa recorded private
conversation and sent it to random

contact |
Tara Seals

The company, which has insisted its Echo devices aren't always August 21, 2018

recording, has confirmed the audio was sent HOME\ NEWS\ POLITICS 12:58 pm

Amazon Echo, Google Home devices raise privacy rights
questions

| Quiz:canyoun
g | show from its p
' theme song?

=g .{ Trump envoy’s|
restart North K¢
3 . negotiations ait
o ‘working level' {
i ki s ; ; i = Best states for ¢

0. more> b carry — ranked

s Slees

By Alex Swoyer - The Washington Times - onda . May 29, 2017

A An Amazon 'Alexa’ Echo Dot device

”
TN\

a university for
the real world

CRICOS N0.00213J


https://www.washingtontimes.com/staff/alex-swoyer/
https://www.washingtontimes.com/staff/alex-swoyer/

Securing HEMS

« Secure Communication Protocol - secure encrypted communication protocols
e.g., DTLS, TLS/SSL, and HTTPS.

Mutual Authentication Between Plugs and Servers

Intrusion Detection System - to identify extensive scanning attacks
Anti-Bot Mechanisms — e.g. CAPTCHA

Data Integrity - Message authentication codes.
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Potential for fragmentation
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Categories of smart home element suppliers. Source: European Commission.
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Automation & standardization

NIST Special Publication 1108r3

NIST Framework and Roadmap for ¢ AUtomatlon UtIIIZIng ML! AI and
M 45k oyt e M2M communication to manage
the expanded data requirements
and achieving optimization benefits.

Machine Learning

Unsupervised
Feature Machine Learning
Algorithm
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Digitalization behind the meter
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Smart grid investment required

Investment in smart grids by technology area

e o « Smart grid investments rose 10%
= = B O e In 2018, however investment in
a0 these technologies remains low
compared to investment in
traditional infrastructure
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® Share from digital grid infrastructure
@ EVchargers

Smart grid infrastructure
@ Smart meters

Power equipment

Rest of networks

Investment in smart grids by technology area. Source: IEA
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Digitalization beyond the meter

Digitalization  Digitalization can
[ﬂ”ﬂl benefit power sector
m—— L owners, consumers, the
[ Puowida s praictes aintanance, ] [ ol aadsuchn chogs ] wider electricity system

planrerg and operabanal changss Ciegw Chaplsar 41

- and the environment
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H-:tﬁ:m financial benelits for azset oener; E CHSham benaSin, LonTumer I:-:-nellls:m plabal envroreental
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Impact of digitalization on electricity sector assets. Source IEA
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Addressing complexity through distributed
Intelligence

 Layered intelligence throughout
the grid

« Can occur at many locations,
node and grid edge
« Reduces data transported

* More effectively managing the
scalability associated with field
devices
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Smart meter roll-out

Smart meter roll-out a
proxy measure of

Millions

smart grid enablement
* |n Australia there are
200 Asia paciic roughly 3.3 million
China) smart meters installed
across the NEM.
« 2.8 million are in
T 1
e wannee 13,6 million meters in
total, accounting for
less than a quarter of
Acceleration of smart meter installations. Source: IEA a” electricity meterS
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Smart grid readiness

 Australia lagging developed

. economies in smart grid
Wt | preparation
e « Despite rapid PV adoption,
: o e monitoring, control and
i . communications that would allow
- = effective network optimization are
- - required

ETI 2019 Performance/Readiness matrix by country. Source: World Economic Forum
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Reconfiguring the NEM

Dispatch instructions

Real time operational Data

Aggregator
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DER owner FRMP (Retailer)
Billing

Aggregates

bids taking
DNSP(s) into account

network

AEMO constraints
Market
Platform
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MEMDE dispatch
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Dispatch
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Financial settlements

Proposed AEMO central platform. Source: AEMO Integrated System Plan
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Thank you
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